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Introduction

The lecture focuses on detection and analysis. This phase is crucial for identifying and
responding to threats before they cause significant damage. The concept of “Attacker Dwell

Time,” which refers to the time an attacker stays undetected in a network.

Key Points Covered (L st a3 Al 4t )1} Jalasll):

Attacker Dwell Time (paleal) 2a 53 &4 g):

Imagine your house has been broken into, but you don't notice until 280 days later. This is
similar to the concept of "Attacker Dwell Time" in cybersecurity, which is the amount of time
it takes to detect an intrusion. On average, it takes organizations 280 days to realize they’ve been
breached. This is far too long, and the goal is to reduce this time by detecting attackers early.
O A M aalgall aa g8 b g o pgdal Agldia 1A Lagy 280 day ) U3 Baadi Y liStg AB) 54 a5 4B el e ) JuAS
Canda o Ll @i ia L gy 280 <lS o) (i cdai gial) B, (3) AN CELASS) 48 iy o3 B gl) ga g ¢ ) )
Cpaalgall (8 Saall CRASIL @B gl) 13a JI85 ga Cagl) Al Jygh B g 13 g ¢(§) A3

Scenario - Smoke Detector Analogy (Otaall «allS 4l - g jlidl):

Think of detection like a smoke detector in your house. It doesn't stop the fire, but it alerts you
to act before it spreads. Similarly, strong detection systems in cybersecurity help spot attackers
early, preventing further damage.
el (Jhally | iy o) 0 & aill gy AdS (g Al By Y g2 el G B QAN CidS g (e dildasy) b sh
DY) G sal) aday Laa ¢3S0 Cppaalgal) GLESS) A ) ) ) A A gil) i) Aalas]

Detection Engineering («aiSll duia):

Detection is all about knowing what to look for and how to find it. Imagine being a detective
looking for clues at a crime scene. You need to know what kind of clues to search for and how
to analyze them. In cybersecurity, this involves creating rules to identify suspicious activity and

continually refining them as attackers evolve.
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gliad Aoyl e B A (e G Fhaa il JAS Adle ) dial) LS g dde Cual) Guag (o3l Le 4 jray (glaty Cildsy)
A gudiall dda i) apaait ae ) g o L) U Jandy ¢ A puaad) (Y (B Lgdalal 480 g Lgde Eiadi AN AY) £ g3 4B e )
LOmaalgeal) qullad gl g ) paiauly Lglhua g

Detection Levels (<2l &l siua):

There are multiple layers of detection, similar to having different security cameras around a
building. These levels are:
Network Perimeter Level: Like a firewall acting as a guard checking IDs.
Endpoint Perimeter Level: Like an antivirus acting as a doorman checking for unauthorized
access.
Endpoint System Level: Like a security guard monitoring internal activity.
Application Level: Monitoring who accesses specific applications or systems.
1A Gl gial) 03a |, dvall Jga Adlida Glal il yalS 3 g2 g Jia (BESI (o Badaia iy e LA
ol og ) Ca (8l (e Jery o) Alaal) las Jiap A8 hsa g fsa
Ao g raal) i Jasl (e (@Rl jas Jary 1) Ciluag ) dldaa gl Jiar dpilgdl) Akl e (g s
ARl A3y ) A e G ladl Jiag Apilgl) Adakil) AU (5 glesa
e daliif i il ) JA (e 481 jar (bl (g glna

What is Suricata? (YU s sa Le):

o Suricata is an open-source security tool that monitors network traffic, detects suspicious
activity, and can block intrusions. It acts like a guard dog, watching over your network and
alerting you when something suspicious happens.

Ol e LgiSay g oAn gadial) Aaddl) CAEIC g ASUEN o el AS a ) 5 jaaal) da gida dal 313 g8 LS ) g
A 5 e Gidag Ladie gy g il )y (o) G lad) Sl S Jary 4Ad)

Suricata Lab Overview (UlS g yida Je dde 5 ,k);

o In this lab, you will set up Suricata, analyze suspicious activities (like a backdoor attack), and
learn how to write your own rules for detecting specific threats.
Ao g8 AU LS alat g (AR Ll asah Jia) 4 gadial) Ao Ei¥) Julat g (UL ) g D20y o gl ¢ pidal) 120
JBadaal) cilaagdl) Caliasy daldl)
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Simplified Suricata Logs (WS sud dasal) Bl

Suricata generates several types of logs to monitor and analyze activities:
suricata.log: General log of all activities.
fast.log: Quick alerts for detected threats.
eve.json: Detailed logs in JSON format for suspicious activities.
Adaddy) Jalas g 481 pal cladl (e £ 9l Bas LS jgu Mgy o
suricata.log: dadi¥) puaat ale Jau,
fast.log: Addisal) c)aagill day ju cilgunds,
eve.json: (il Alaia CBlaw JSON 4a gadiall Aadid,

The Importance of Reducing Attacker Dwell Time ( 2 55 < 5 Juli dyaa

paleall):

the longer an attacker remains undetected, the more damage they can do. This concept of
"Attacker Dwell Time" is critical in measuring the effectiveness of your security operations.
Reducing this time is crucial for minimizing data loss and reputational damage.
AL 1 el Maalgall da) g8 B g ggda siny L O OSar AN I Y @) LalS (GELEIS) ¢y 99 aalgal) sl Jla LalS o
Gali AN ) e g clilal) ¢)a8h JI88 Al Al el caBgll 1aa JuliS ol Aaldd) la¥) cilbilas Allad (uld 3 Araad)
Al

Testing Suricata for Intrusion Detection (Jludll LSy ULS ) s jL):

o You can test Suricata's configuration using the terminal to ensure it is correctly set up. Once
properly configured, Suricata will be ready to monitor your network for intrusions, alerting you
to any suspicious activities.
OSSim (Taa JSdiy Ay 550 3 ey T JSdiy 02138 ) af Ad) (laedal 4 al) aladidly WS ) gonn (985 LA dlifey
A gudia Anidf ol ) gty ccDUlodl CiLEESY SliCud 48) yal | Al LS ) g

Phases of Detection in Incident Response (<) sall dolain 8 wiSl) Jal y):

o Detection and analysis are among the most challenging stages in incident response (IR). Without

effective detection, an organization cannot respond to incidents, making this phase
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indispensable. Preparation is key, but detection is where incidents are first noticed and
contained.
L) Aadiiall ey ¥ (Jladl) CBESY (398 (TR). G gadl Aulacin) (8 Gasd JSY) Ja) jall (s (e Jadadl) g CRESY) ying
JY ) gad) Adaade A oy o) GlSal) 9 SN () caga pudaail) Ade 8 Y ) al Ada sall 024 Jaa Laa cdud) gall

LA gl gl g 5y

Practical Lab

The purpose of this lab was to install and configure Suricata, an open-source intrusion detection
system (IDS) and intrusion prevention system (IPS) on an Ubuntu Server. The lab involved the
step-by-step process of downloading and installing Ubuntu Server, configuring network settings,
and setting up Suricata for network traffic monitoring and security analysis. This report outlines
the installation procedure, configuration, and the steps taken to ensure the proper functioning of
Suricata.

1. Downloading Ubuntu Server

The first step in the process involved downloading the Ubuntu Server ISO file. The ISO was
obtained from the official Ubuntu website to ensure the latest stable version was used for the
installation. The file was saved locally and prepared for use in a virtual machine (VM)
environment.

2. Choosing the Installation Type

For the purpose of this lab, a virtualized environment was used to install Ubuntu Server. We
chose VMware as the virtualization software, although VirtualBox could also be utilized as an
alternative. A new virtual machine was created, and the Ubuntu Server ISO was loaded to
initiate the installation.

3. Installing Ubuntu Server

Once the installation media was loaded into VMware, the process began by selecting the Ubuntu
Server ISO and configuring the virtual machine's settings:

Storage Configuration: The virtual disk size was set to allocate space for the server
installation.

Network Configuration: The network settings were configured to ensure the server
would have network access during and after installation.

Partitioning: The system was configured to automatically partition the disk for the
installation of the operating system.

During the installation, the system prompted for a username and password to create a user
account that would have administrative (sudo) privileges for managing the server.
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4. Confirming the Installation

Once the installation was completed, the system prompted for the user credentials, including the
username and password. This user account would be used for logging into the server post-
installation. After the system restarted, we logged in using the newly created credentials.

5. Connecting to the Server via SSH

To manage the server remotely, SSH (Secure Shell) was used. The following steps were
performed:

o The IP address of the server was obtained by executing the command:

OWM group default glen 1

fg_codel state UP group default glen

obal dynamic e

Figure (1) shows the Ip address of the ubuntu server used to connect via ssh into putty

o With the IP address in hand, we used Putty, an SSH client, to establish a remote
connection to the server. We entered the IP address of the server in Putty, provided the
username and password, and gained access to the server’s terminal remotely.

ER kazim@kszim
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Figure (2) shows successful connection after inputting credentials
6. Installing Suricata IDS/IPS

Once connected to the server, we proceeded to install Suricata. Suricata is an advanced IDS/IPS
used for network monitoring and security analysis. To install Suricata, we used the following
commands:

This process downloaded and installed the latest stable version of Suricata from the Ubuntu
repositories.

7. Configuring Suricata

After installation, we needed to configure Suricata to ensure it monitored the correct network
interface and that all necessary rules were loaded for detection:

The configuration file for Suricata (/etc/suricata/suricata.yaml) was edited to
update the network interface from eth0 to the correct interface ens33 (based on the
server’s network settings).

We also ensured that Suricata’s rule files were properly installed and updated. Suricata
requires rule sets to detect and prevent network threats, and the rule files were downloaded
and verified using the following command:
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@ kazim @kazim: ~

GNU nano 7.2 /etc/suricata/suricata.yaml

efault-log-dir:

Figure (3) shows the modification we implemented to the network interface

Following the steps outlined, Suricata was successfully installed and configured on the Ubuntu
Server. The service was running without errors, and the system was set to monitor the designated
network interface for any potential security threats.
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Conclusion

This lab successfully demonstrated the installation, configuration, and deployment of Suricata on
an Ubuntu Server in a virtualized environment. The key tasks involved downloading and
installing Ubuntu Server, configuring SSH access, installing Suricata, and ensuring the system
was properly configured to monitor network traffic for security threats. The process culminated in
a running Suricata service that was able to detect potential intrusions, ensuring the server’s
security.

Future work may involve further customization of Suricata’s rule sets, as well as testing its
effectiveness by simulating network attacks. Additionally, continuous monitoring of system logs
and Suricata’s alerts would be critical for maintaining server security.
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